Math 302 — Advanced Cryptography Spring 2025

Problem Set #3
Due Friday, February 14, 2025 @ 2:00 pm

1. Consider the Discrete Log Problem 9* = 15260 mod 21599

(a) Use Shanks Babystep-Giantstep algorithm to solve the DLP.

You can use the Mathematica notebook from November 20 last fall for the calculations.

(b) How long are each of the lists formed by Shanks in this case?

2. Consider the same DLP in the first problem: 9% = 15260 mod 21599

(a) Use Pollard’s p algorithm to solve the DLP.

(b) How many steps does Pollard’s p use to solve this DLP?
Compare to your answer from 1(b).

3. Use Pollard’s p algorithm to solve the following DLPs, if possible.
In each case, what is the expected value for the number of steps that Pollard’s p will require?
How many steps did your solution take (if you found the solution)?

(a) 257 = 98035 mod 137639
(b) 146702055% = 81868680 mod 233280389
(c) 27 = 934323767785 mod 3088621341347

4. Decrypt the following message:
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You should turn in a one to two page writeup that explains your analysis that allowed you
to find the plaintext or the different approaches you attempted if you were unable to break
the cipher. In the latter case, your score for this problem will be based on the quality of your
failure.
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