Using Pollard’s p to solve the DLP g* = h mod p

gx if0o<x<p/3
1. Define f: Fy — Fp: fxX)=4x% ifp/3<x<2p/3
hx if2p/3<x<p

2. Define sequence xo = 1, X;; = f(x;) = g*h% where

aj+1 if0<x <p/3 G if0<x; <p/3
aj = { 20; if p/3 <x; <2p/3 Bivr = {25 if p/3 <x; <2p/3
@ if2p/3<x;<p Gi+1 if2p/3<xi<p

3. Look for collision in sequences {x;} = {g”"hﬁ-} and {y;} = {xy} = {g“‘h‘”}

4. This gives g¥ = hY mod p. Take v-th root
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1. The purpose of this exercise is to verify that Pollard’s p will give a collision at

Xi = Xyi

Consider the function f: Z/85Z — 7Z/85Z defined by f(x) = 5x mod 85
and the sequence {x;} formed by xo = 1, xj; 1 = f(X;)

(a) What are the first 4 terms in the sequence?
(b) Use the Mathematica notebook to list the first 40 terms of the sequence.
(c) What is T, the length of the tail? What is M, the length of the loop?

(d) What is the value of xy? Of xo»?
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2. Consider applying Pollard’s p to the DLP 196" = 787 mod 1031

(@) What is the mixing function f(x) in this case?

(b) Fill in the values for the x; and y; terms in the sequences.
Also verify that the values for x, and y, are correct.

I X Q; Bi Vi Yi 0j
0 1 0 0 1 0

1

2 269 2 0 191 4 0

(c) Use the pollardsRhol ] function defined in the Mathematica notebook to
find the collision x; = y;

(d) Now finish solving the DLP.

Math 302 Advanced Cryptography (T. Ratliff) February 3, 2024 3



