
RSA

• Alice – Key Creation
• Choose secret primes p and q, form N = pq
• Choose exponent e with gcd(e, ϕ(N)) = 1
• Compute private d ≡ e−1 mod ϕ(N) using EEA
• Publish (N, e)

• Bob – Encrypt plaintextm ∈ ZN

• Use Alice’s public key (N, e) to compute c ≡ me mod N
• Send ciphertext c to Alice

• Alice – Decrypt ciphertext c

cd ≡ mde mod N ≡ m mod N
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