
Recall: The 160-bit Digital Signature Algorithm

Alice – Key Generation

I Generate 1024-bit prime p and 160-bit prime q where q | (p − 1)

I Find α ∈ Z∗
p where ord(α)=q

I Choose random 0 < d < q and compute β ≡ αd mod p

I Publish (p, q, α, β)
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Recall: The 160-bit Digital Signature Algorithm

Alice – Sign message x

I Choose ephemeral 0 < kE < q and compute
I Compute

r ≡
(
αkE mod p

)
mod q

s ≡ (SHA(x) + dr) k−1
E mod q

I Send (x , (r , s))

Bob – Verify signature using public (p, q, α, β)

w ≡ s−1 mod q

u1 ≡ w · SHA(x) mod q

u2 ≡ w · r mod q

v ≡ (αu1βu2 mod p) mod q

If v ≡ r mod q then valid
T. Ratliff (Wheaton College) Math 302 Advanced Cryptography March 29, 2017 2 / 2


