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Math 398 – Advanced Cryptography – Course Policies

Professor: Tommy Ratliff, Science Center 1309, x3968

email: ratliff thomas@wheatoncollege.edu

Home Page: http://tratliff.webspace.wheatoncollege.edu/

Office Hours: Posted on webpage
And by appointment (Really!)

Text: An Introduction to Mathematical Cryptography, Second Edition,
by Hoffsten, Pipher, and Silverman

Overview
This course is a follow-up to Math 202 Cryptography. We will revisit some of the topics in Math 202
from a slightly different perspective, and we will examine some more mathematically sophisticated
topics, including elliptic curve cryptography and lattice-based systems. Our primary focus will be
on the mathematics underlying public key cryptosystems.

This is the first time we have offered this course at Wheaton, and I am looking forward to learning
a lot this spring along with you.

This is going to be fun semester!

Evaluation
Your final grade will be determined by

Two In-Class Exams 35%
Comprehensive Final Exam 20%

Weekly Homework 25%
Quizzes. 5%

Cryptanalysis Challenges 10%
Group Presentation 5%

The Honor Code
We operate under the Wheaton Honor Code for all of your academic work at Wheaton. This carries
certain freedoms and responsibilities for both you as a student and me as a professor. I take this
quite seriously.

Most likely, no Honor Code issues will arise this semester. If you are uncertain about whether a
particular situation falls under the Honor Code, then please consult with me. However, if an Honor
Code issue does come up, I will assume that you are prepared for the full consequences. Remember
that you should write out, and sign, the following statement on all course work:

“I have abided by the Wheaton College Honor Code in this work.”

T. Ratliff Spring 2015

http://tratliff.webspace.wheatoncollege.edu/


Math 398 Advanced Cryptography 2

Exams
In-Class Exams. The purpose of the exams is for you to demonstrate your understanding of
the course material and, just as importantly, to give you feedback on where your understanding is
strong and where you may need more work.

For each exam, you will be allowed to bring an 8.5”×11” piece of paper, handwritten on one side,
which you will turn in with the exam. Because our class meetings are scheduled for only 80 minutes,
the In-Class exams will be given during the evening. See the schedule on the course webpage for
the specific dates.

Final Exam. The purpose of the Final Exam is for you to review the semester’s content and
reinforce the connections among the topics from the entire course. The Final Exam will be com-
prehensive and may have a take-home component.

Weekly Homework
A major emphasis in this course is that you learn how to write precise and complete mathematical
arguments. This can be a challenging endeavor, and if this is your first 300-level math course, this
may be somewhat different from your previous experiences. However, the process will not only
aid your mathematical development but can also greatly improve your clarity of thought in other
disciplines as well.

I encourage you to discuss the homework assignments with other students, but each person must
turn in a separate write-up that represents his/her own work. In addition, you must indicate on
your assignment the other student(s) with whom you worked.

Here are a few guidelines for the presentation of your homework. If you do not follow these, I
reserve the right to deduct points or return your homework ungraded.

• Your writing must be clear and legible.

• If you write in pen, there should be no scratch-outs.

• Do not turn in paper torn from a spiral notebook with ragged edges.

• Clearly label each problem.

• Your solutions should be precise, comprehensible, and completely justified.

• If appropriate for the problem, you should explain your arguments in complete sentences. This
requirement is not necessary for the exercises that are primarily computational in nature, but
a list of answers without explanation is not acceptable.

• A good rule of thumb to follow when writing up your homework is:

Write your solutions so that you could hand them to another student in the class
and she could easily understand your explanation.

The assignments can be time-consuming, so you should definitely plan to start early and take
advantage of my office hours.
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Most of the homework problems will be graded on a scale of 0–5 with the following criteria. Some
multipart problems may be worth more, and the criteria will be scaled appropriately.

5: Exceptional. All areas perfect.

4: Essentially complete. Needs minor improvements.

3: Mostly correct

2: Needs substantial improvements

1: Needs improvement in all areas

The homework assignments are due in my office at 3:30 pm on Thursday. You may, of
course, turn your homework in earlier. I will not accept any homework after this time with one
exception: I will allow you to turn in one homework assignment late during the semester. You
do not need to give me any justification, but you must inform me via email before noon on the
Thursday that the homework is due that you intend to take advantage of your one late assignment.
The late assignment is due at the beginning of class at 2:00 pm on the following Monday.

Quizzes
We will have four or five vocabulary and basic skills quizzes during the semester. The purpose of
these quizzes is to make sure that you completely understand the terminology and basic skills so that
you build upon them to understand the more difficult material. These will be very straightforward
and should take a maximum of 15 minutes. I will give you at least a week’s notice before each quiz
and will give you a list of the material you are responsible for. There will be nothing surprising on
these quizzes.

Cryptanalysis Challenges
These assignments will take two forms: Biweekly challenges and participation in a national under-
graduate cryptanalysis contest during April 16–20. In both cases, you will be given a cipher text,
and your goal is to recover the original English text. For the biweekly challenges, you will work in
groups of two or three that I assign. For the contest, you will work in groups of two or three of
your own choosing.

An important point to note about these challenges: I do not expect that you will break every cipher!
It’s great if you do, but you can receive full credit on these assignments even if you do not find the
original text.

You should plan to spend approximately 3–4 hours working with your partner on each biweekly
challenge. You will turn in a one to two page writeup that explains either the solution, if you found
it, or the different approaches you attempted if you were unable to break the cipher. In the latter
case, you will be evaluated on the quality of your failure.

I will give more details about the April contest as the time gets closer.
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Group Presentations
There is an increasing number of really interesting cryptosystems in use, and we should all know
more about them! You will form groups of size two or three of your own choosing and give
an expository 15–20 minute presentation to the class explaining a particular application. Some
possible topics include bitcoin, Apple Pay, the latest encryption implemented in WhatsApp, etc.
Your talk should not be overly technical, but instead aimed at a general audience. You will be able
to give your presentation at any point during the semester, so if you have a preferred timeframe,
get in touch with me soon.

Preparation for Class
One of the features that makes your Wheaton education so special is that we have face-to-face time
in small classes to explore material together. The purpose of reading the text before class is to shift
some of the delivery of content outside the class meetings so that you can build your understanding
more deeply during the interactions in class. Mathematical understanding is built in stages, and
you will absorb the material more quickly if the class meetings are your second exposure to the
fundamental ideas. The class meetings are not intended to be a complete encapsulation of the
course material, but instead will focus on the major concepts from the reading and will clarify the
more subtle ideas in the course. The reading assignments are posted on the course webpage.

You should keep your own glossary of the key terms, theorems, and methods explained in the
text as you read. This will serve as a valuable reference for you throughout the semester and will
help prepare you for each class meeting. You may keep your glossary in a separate notebook, on
looseleaf paper, electronically, or whatever format works best for you. I firmly believe that building
this document will make the semester much richer for you.

If I sense that the class is not adequately preparing for the course meetings, I reserve the right to
request your glossaries and evaluate them as part of your grade for the semester.

Class Attendance
Although class attendance is not a specified percentage of your grade, I will keep a class roll to help
me determine borderline grades at the end of the semester. If you do miss class, you are responsible
for the material that was covered.

Accommodations for Students with Disabilities
In compliance with the Wheaton College policy and equal access laws, Disability Services is avail-
able to discuss appropriate accommodations that may be recommended for students with disabil-
ities. Requests for accommodations are to be made during the first two weeks of the semester so
that timely and appropriate arrangements can be made. Students are required to register with
Disability Services. The office is located in Kollett Hall, first floor at the Filene Center for Aca-
demic Advising and Career Services. Contact ext. 8215 to schedule an appointment, or email
advising@wheatoncollege.edu.

Getting Help
Please come see me during my office hours! If you have a conflict and cannot make my office
hours, please call or email me and we can set up an appointment for another time.
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