Announcements

- Exams are finished, just need to double-check current averages
Will return tonight

- Final Problem Set due Friday

- Goal is to have Exam 3 ready next Monday (11/23)
Due 12/3

« Please fill out course evaluation when you get the email!
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High-level idea behind Bitcoin
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Cryptographic protocols used in Bitcoin

- Hashes: SHA256( ) and RIPEMD160( )
Several places combined: hash160(x) = RIPEMD160( SHA256(x))

- Signatures: ECDSA using curve secp256k1
+ 256-bit key gives security level of 128 bits

+ RSA, DSA would require 3072-bit keys for equivalent security level
(See October 26 files for reference)
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Structure of a Bitcoin transaction
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Some interesting (?) references

- Bitcoin protocol documentation:
https://en.bitcoin.it/wiki/Protocol_documentation

- Bitcoin explorer: https://bitaps.com
« Bitcoin difficulty: https://btc.com/stats/diff

+ The DAO on Ethereum:
https://en.wikipedia.org/wiki/The_DAO_(organization)

- CryptoKitties (really):
https://www.vox.com/videos/2018/5/24/17390778/
cryptokitties-blockchain-explainer
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