Recall the general structure of AES
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Fig. 4.2 AES encryption block diagram
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Details of AES round structure
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Fig. 4.3 AES round function for rounds 1,2, ..., n—1
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Format of AES S-box

4; GF(2%) B; affine B;
inverse mapping
where the affine mapping is
MB! +v mod 2
where the matrix M and vector v are
by 10001111 b}, 1
b 11000111]|d] 1
by 11100011 b, 0
b3 11110001 bl 0
be|=|11111000]| |6 | 10| ™42
bs 01111100 |0b5 1
bg 00111110/ |bg 1
by 00011111 b 0
B_i M B'_i \
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The ShiftRows Layer

Place output from byte substitution in a matrix

By|B4| Bg |B12
B1|Bs| By |B13
B;|Bg|B1o|Bi14
B3|B7|B11|Bis

Perform the ShiftRows

Bo | B4 | Bg |B12 no shift

Bs | By |B13| By |<— one position left shift
B1o|B14| B2 | Bg |<— two positions left shift
B1s5| B3 | B7 |B11|+— three positions left shift

Compare to diagram
| Bo | Bs | Bio | Bis [ Ba | Bo | Bia | Bs [ Bs [ Bis | Bo | By [ Bia | Bi | Bs | Bu |
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The MixColumns Layer

G G
G G
G G
G G

Cio 02
Ci3 . 01
Cia ~ o1
Cis 03

03
02
01
01

01
03
02
01

01
01
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By

Bia
Bs

B>
By
Bs
Bi1

Notice that all operations in the matrix multiplication are taking place in GF(28)
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Diffusion Layer Example

Suppose output of byte substitution layer is

Bo | Br | Bo | B3| Ba | Bs | Bg | B | Bs | By | Big | Bi1 | Bi2 | Biz | Bia | Bis
bE | 62 | 1IF | 03 | 77 | 4E | 39 | 06 | 48 | 2A | 35 2C 52 01 11 20

ShiftRows:
5E 77 48 52 5E 77 48 52
62 4E 2A 01 N 4E 2A 01 62
1F 39 35 11 35 11 1F 39
03 06 2C 20 20 03 06 2C

MixColumns:

G G G Go 02 03 01 01| [5E 77 48 52
G G G Gs 01 02 03 01| [4E 2A 01 62
G G Go Gua 01 01 02 03] (35 11 1F 39
G G Gi Gs 03 01 01 02f [20 03 06 2C
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The 128-bit AES Key Schedule

K, K, K, KK, K; K, K, K, K, KK [K K. KK,

2

oundkey0 | wiol | wiil | wezl | wpl |

S I e I

function g of round i

oundkey l [ wi4l | wisi | wiel | wizl |

1 1 i

roundkey9 [ wise] | wisz | wss) | wiol |

L]

raundktyll)‘ wi40] ‘ wi41] ‘ wi42] ‘ W43]

Fig. 4.5 AES key schedule for 128-bit key size

Need to generate 44 words of 32-bits each
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The 192-bit AES Key Schedule

[k ki K KK, Ko Ko Ko TRy Ko KKK Ko KKK K KKK Ko K Ko
" w » » » »
Cwor T w1 wer T wsr | w | wis ]
Seanill
,,,,,,,,,,, fungtion g of round 7
Cwer [ w1 wis | wor | woor | win |

' | | ' i '

Cowear T wiay | s | wiay | wier | wian | ket }
Sl
T T w T oo T s ]

Fig. 4.6 AES key schedule for 192-bit key sizes

Need to generate 52 words of 32-bits each
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The 256-bit AES Key Schedule

[k k0 K KK Ko K KoKy Ko KKK [ Ko KnkJKu o Ko Ko AN
w1 1w 1w | _wig | wsr | _we | _wi ]
O}
D
Cows T wor [ woor [ wong | wieg | s | wiw | wos ]
I I I I I
]
Cwar 1w 1w 1w | _wsr |y | _wsn | _wisi ]
©{e} ‘

Fig. 4.7 AES key schedule for 256-bit key size

Need to generate 60 words of 32-bits each
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