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Fig. 3.5 The Feistel structure of DES

The two aforementioned basic properties of ciphers, i.e., confusion and diffusion,
are realized within the f -function. In order to thwart advanced analytical attacks,
the f -function must be designed extremely carefully. Once the f -function has been
designed securely, the security of a Feistel cipher increases with the number of key
bits used and the number of rounds.

Before we discuss all components of DES in detail, here is an algebraic descrip-
tion of the Feistel network for the mathematically inclined reader. The Feistel struc-
ture of each round bijectively maps a block of 64 input bits to 64 output bits (i.e.,
every possible input is mapped uniquely to exactly one output, and vice versa). This
mapping remains bijective for some arbitrary function f , i.e., even if the embedded
function f is not bijective itself. In the case of DES, the function f is in fact a sur-
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The f -function
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the second output position, and so forth. The final permutation IP−1 performs the
inverse operation of IP as shown in Fig. 3.9.

IP
58 50 42 34 26 18 10 2
60 52 44 36 28 20 12 4
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 8
57 49 41 33 25 17 9 1
59 51 43 35 27 19 11 3
61 53 45 37 29 21 13 5
63 55 47 39 31 23 15 7

Fig. 3.8 Initial permutation IP

IP−1

40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25

Fig. 3.9 Final permutation IP−1

3.3.2 The f -Function

As mentioned earlier, the f -function plays a crucial role for the security of DES.
In round i it takes the right half Ri−1 of the output of the previous round and the
current round key ki as input. The output of the f -function is used as an XOR-mask
for encrypting the left half input bits Li−1.
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Fig. 3.10 Block diagram of the f -function

Expands from 32 bits to 48 bits
to XOR with 48 bit key
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The substitution box S1
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Example 3.2. The S-box input b = (100101)2 indicates the row 112 = 3 (i.e., fourth
row, numbering starts with 002) and the column 00102 = 2 (i.e., the third column).
If the input b is fed into S-box 1, the output is S1(37 = 1001012) = 8 = 10002.

fourth row

1 0 0 1 0 1

11

0 0 1 0 third column

Fig. 3.12 Example of the decoding of the input 1001012 by S-box 1

⋄

Table 3.2 S-box S1

S1 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 14 04 13 01 02 15 11 08 03 10 06 12 05 09 00 07
1 00 15 07 04 14 02 13 01 10 06 12 11 09 05 03 08
2 04 01 14 08 13 06 02 11 15 12 09 07 03 10 05 00
3 15 12 08 02 04 09 01 07 05 11 03 14 10 00 06 13

Table 3.3 S-box S2

S2 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 15 01 08 14 06 11 03 04 09 07 02 13 12 00 05 10
1 03 13 04 07 15 02 08 14 12 00 01 10 06 09 11 05
2 00 14 07 11 10 04 13 01 05 08 12 06 09 03 02 15
3 13 08 10 01 03 15 04 02 11 06 07 12 00 05 14 09

Table 3.4 S-box S3

S3 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 10 00 09 14 06 03 15 05 01 13 12 07 11 04 02 08
1 13 07 00 09 03 04 06 10 02 08 05 14 12 11 15 01
2 13 06 04 09 08 15 03 00 11 01 02 12 05 10 14 07
3 01 10 13 00 06 09 08 07 04 15 14 03 11 05 02 12

The S-boxes are the core of DES in terms of cryptographic strength. They are
the only nonlinear element in the algorithm and provide confusion. Even though the
entire specification of DES was released by NBS/NIST in 1977, the motivation for
the choice of the S-box tables was never completely revealed. This often gave rise
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