
Some desirable features of a security system

1. Confidentiality: Information is kept secret from all but authorized parties

2. Integrity: Messages have not been modified in transit

3. Message Authentication: The sender of the message is authentic

4. Nonrepudiation: The sender cannot deny the creation of the message
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